Checklist for Protection of “Covered Data” When Using

Portable University-Owned and

All Non-University Devices

Covered data includes information the University is responsible for protecting from disclosure, including personally-identifiable information, confidential research information, and information that requires protection under law or by agreement, e.g., HIPAA, FERPA, GLB, PCI as identified in the draft Information Security APL.  Reasonable belief that covered data has been subject to unauthorized access or disclosure typically requires reporting to a government or financial entity.  Covered data includes such information as social security numbers, credit card numbers, bank account numbers, driver’s license numbers, and health information.

Complete the entire checklist.  For the following, for each “YES”, provide a response to the appropriate measures.  If you have arranged an exception or alternate to any measure with IT/computer services, annotate the measure with an asterisk (*) and note the alternate measure at the bottom.

1.  University Laptop 

(  YES  (  NO  I use a University laptop.

If YES (check applicable): 

( I store covered data, access covered data with software other than MaineStreet, or send/receive covered data via email, and I have worked with my IT/ computer services department to have an area of the laptop’s hard drive encrypted for storage of covered-data.

( I access covered data in MaineStreet, other than my own, and I have turned off cache of https sites in my web browser.

2.  Personally Owned Computer

( YES  ( NO  I use a personally owned computer for work at home or to 


telecommute, even if only for university email. 

If YES (check applicable – the first 3 boxes are required):   

( I agree that covered data may never be stored on my personally-owned computer.

( I agree that I will install virus protection on the computer which I use to access University systems.  One copy of virus protection will be provided by the University.

( I agree that, in the case of a suspected breach, I may be required to provide access to my personally owned computer to UMS staff.

( I access MaineStreet covered data from my personally-owned computer or device for more than my own personal information, and I have turned off cache of https sites in the computer’s web browser. 

( I use Remote Desktop Protocol to connect to an office computer and I agree to not transfer files with covered data to my personally owned computer.

( I send/receive covered data via email, and I will use secure (https) webmail that will not cache or save files AND I agree to not open covered-data email attachments on my personally-owned computer because doing so would automatically copy the attachment to my computer’s drive.

3.  Portable Handheld Devices such as Smart Phones

( YES  (  NO  I use a University provided or personally owned handheld device 


to access University email or connect to University data.

If YES (check applicable):   

( I access covered data, or send/receive covered data via email from my handheld device and have completed all of the following measures.

( I have worked with my IT/ computer services department to ensure encryption is available and turned on for the device.

( I have enabled the requirement to use a password to access email. 

( I agree that in the case of a suspected breach, I may be required to provide access to my personally owned device to UMS staff. 

4.  USB drives or other portable storage

( YES  (  NO  I use a USB drive (pen drive, memory stick, etc) to move/store 


covered data.

If YES:   

( I have worked with my IT/ computer services department to encrypt the covered data storage area.

5.  Home Wireless

( YES  (  NO  I have a wireless network at home even if the computer I use is hardwired, and I might access covered data.  

If YES (check one of the following):   

( I have secured my wireless access point to prevent a wireless intrusion to my network which would allow an intrusion into a wireless or wired computer. 

( I will turn off wireless access while I work at home. 

6.  Other Situations and Alternate Measures or Exceptions.

( YES  (  NO I access, store or transmit covered data in a manner that it isn’t 

listed here and I have worked with my supervisor and IT /computer services department to implement the following measures:

( YES  (  NO I am implementing the following alternate measures or exceptions 

to the requirements above with supervisor and IT / computer services department approval:

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

7.  Required Conditions

( I agree that if any conditions change regarding access or storage of covered data, to include receiving an email with covered data, I will notify my supervisor and work with my IT /computer services department to ensure proper actions are taken to secure the data and employ the appropriate protections.
( I agree that if any covered data is accessed or stored on a University or personally-owned device to include receiving email with covered data, without the proper measures taken, I will treat this as an urgent security incident.  I will notify my supervisor and work with my IT /computer services department to ensure prompt proper actions are taken to secure the data and employ the appropriate protections.  I understand that swift actions are needed to prevent unauthorized access to covered data.

Employee’s Signature:  ________________________ Date: ________________

Supervisor’s Signature:  _______________________  Date: ________________

